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application containment
enhanced disk encryption support
Tor integration
user control over diagnostic reporting features
robust VPN routing
application integration with system-wide privacy settings
control how GNOME devices are identified on networks
anti-phishing features for Web, the GNOME browser



GNOME Love





“the user”



hu·man
[hyoo-muhn or, often, yoo‐]



“Filtering out extraneous
information is one of the basic

functions of consciousness”
     ― Barry Schwarz



freedom != choice





The extent of the human's
involvement in security prompts

is to identify themselves



Experts?



the worst possible time to ask
a user a risky question?



when they're trying
to do something else.



worse than random chance.



Prompts are

dubious



Security prompts are

wrong



Interrupting the user to make a 
permanent security decision is

EVIL











Stop interrupting



Let the user express
their intent...



... and make security decisions
based on intent.



Example: Portals



Example: EXIF





Fix(ing) it!



Bye bye 
Certificate
Prompts





Just drop the connection



But but but





Can now store anchors



Experts:
Pin certificates to accounts





Command line tools



GUI
real soon now...

                                                     





NSS, GnuTLS, Java, OpenSC, OpenSSH,
OpenVPN, QCA (QT), GNOME Keyring,
TrueCrypt, GLib, OpenSSL (sorta) ...



Library: p11-kit
http://p11-glue.freedesktop.org/p11-kit.html



Go forth and kill
prompts



Ellisons Law:
For every keystroke or click

required to use a crypto feature
the userbase declines by half.



Any Questions?
p11-glue@lists.freedesktop.org
http://p11-glue.freedesktop.org

stef@thewalter.net
muelli@hamburg.ccc.de
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