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Spoiler ¥

Is it possible to reliably defend against DOM-based XSS without
breaking the Web?
@ recognise new code from attacker-provided strings
@ modified V8's scanner, WebKit's strings, and the bindings for
Chromium
@ evaluated protection, compatibility, and speed

— yes, with some exceptions
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© Intro

@ Motivation
@ Cross-Site Scripting (XSS)
@ Reflected XSS
@ Stored XSS
@ DOM-based XSS
@ Protection

© Implementation
@ Taint Tracking
@ Compilation
@ Chromiums Architecture
o V8

@ Evaluation
@ Protection
@ Compatibility
@ Execution Speed

O QA
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10.000 feet
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Severity of XSS

2004: OWASP Top 4
2007: OWASP Top 1
2010: OWASP Top 2
2013: OWASP Top 3

6/39



Intro About me The results Motivation

Severity of XSS - 10% of CVEs are XSS

CVE - Search Results - Mozilla Firefox

8£ CVE - Search Results +
€ a mitre.org v €| |2 serchilo U@ B8 ¥ » | =
CVE LIST NEWS — JUNE 11, 2014 SEARCH
? -4
p\ o Common Vulnerabilities and Exposures
LY Y The Standard for Information Security Vulnerability Names
O =

New CVE-ID Format as of January 1, 2014 — learn more

About CVE Search Results

Terminology

b |Thars are 8359 CVE entries that match your search.
Jocuments

FAQs
CVE List
CVE-ID Syntax Change
About CVE Identifiers
Search CVE

ch NVD

Updates & RS
Request a CVE-ID

Name Description

7 Cross-site scripting (XSS) vulnerability in the Conversion Ninja plugin for WordPress allows
attackers to inject arbitrary web script or HTML via the id parameter to Ip/index.php.
Cross-site scripting (X5S) vulnerability in filemanager.php in AuraCMS 3.0 and earlier allow
attackers to inject arbitrary web script or HTML via the viewdir parameter.

Cross-site scripting (XSS) vulnerability in Special:PasswordReset in MediaWiki before 1.19.

before 1.21.10, and 1.22.x before 1.22.7, when wgRawHtml is enabled, allows remote attac
arbitrary web script or HTML via an invalid username.
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Intro

Severity of XSS

XSS is very common

and dangerous
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Intro Motivation

Severity of XSS - 2 mio user records

Canonical Blog - Mozilla Firefox
@ Canonical Blog

log.canonical.com

to take a look.

One of the Forum administrators quickly looked at the announcement page, saw
nothing wrong and replied to the private message from the attacker saying so. 31
seconds after the Forum administrator looked at the announcement page (and I
before the administrator even had time to reply to the private message), the

attacker logged in as that Forum administrator.

Based on the above and conversations with the vBulletin support staff, we believe
the attacker added an XSS attack in the announcement they posted which sent the
cookies of any visitor to the page to the attacker.

Once the attacker gained administrator access in the Forums they were able to add
a hook through the administrator control panel. Hooks in vBulletin are arbitrary PHP
code which can be made to run on every page load. The attacker installed a hook
allowing them to execute arbitrary PHP passedin a query string argument. They
used this mechanism to explore the environment and also to upload and install two
widely available PHP shell kits. The attacker used these shell kits to upload and run
some custom PHP code to dump the ‘user’ table to a file on disk which they then
downloaded.
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Overview of section 2

© Cross-Site Scripting (XSS)
@ Reflected XSS
@ Stored XSS
@ DOM-based XSS
@ Protection
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Cross-Site Scripting (XSS)

Code Execution in the victim's browser

(JavaScript) Code execution

use all browser APls

use Web app in the name of the user
obtain credentials

spy on behaviour
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Reflected XSS

<?php

// returning unsanitised data
echo $_GET[’bar’];

2>

Attack: http://foo/7?bar=<script>alert("xss")</script>
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Reflected XSS

Victim Browser

Web Server
Attacker
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Reflected XSS

Victim Browser
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Web Server

Attacker
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Victim Browser

Web Server
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13/39



XSS Reflected XSS Stored XSS DOM-based XSS Protection

Reflected XSS

Victim Browser

Web Server
Attacker
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Stored XSS

<?php // store.php
store_in_db (’some_key’, $_POST[’bar’]);
2>

<?php // retrieve.php
// returning unsanitised data
echo get_from_db (’some_key’);
2>
Attack:
© POST http://foo/?bar=<script>alert(1)</script>

@ http://foo/retrieve.php
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Stored XSS

Victim Browser

t =

= O
\ﬁ POST vuln/?param=XSS

Attacker

Web Server
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Stored XSS

Victim Browser

g

1
\ﬁ O POST vuln/?param=XSS

Attacker

I
A

Web Server
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Stored XSS

Victim Browser

g

@
2 —
\ﬂ POST vuln/?param=XSS —— I/
A/

Web Server
Attacker
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Stored XSS

Victim Browser
Q

1
\ L O POST vuln/?param=XSS
A/

Web Server
Attacker
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Stored XSS

Victim Browser
Q

1
\ﬁ O POST vuln/?param=XSS

Attacker

Web Server
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DOM-based XSS

<HTML>

<TITLE>Welcome!</TITLE>

Hi

<SCRIPT>

var pos = document.URL.index0f ("name=")+5;

document .write(document.URL.substring(pos,document.URL.length)) ;
</SCRIPT>

<BR>

Welcome to our system...

</HTML>

Attack:
http://vuln/welcome.html#name=<script>alert(1)</script>
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http://vuln/welcome.html#name=<script>alert(1)</script>

XSS Reflected XSS Stored XSS DOM-based XSS Protection

DOM-based XSS

@ Neither Stored- nor Reflected-XSS !l111elfeins

@ Client-side vulnerability
@ Read from (attacker controlled) properties of the loaded
document
e document.location, window.name, etc...
@ Write to security sensitive sinks
e eval, document.write, etc...

eval(document.location.hash.substring(1))
http://lolcathost:8000/#alert (1)
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http://lolcathost:8000/#alert(1)

XSS

DOM-based XSS

Attacker

Victim

Reflected XSS Stored XSS

Browser

=

=

——— V]
I
A

Web Server

DOM-based XSS Protection
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DOM-based XSS

Victim Browser

g

Web Server
Attacker
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DOM-based XSS

Victim Browser

=

k-

Web Server
Attacker
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DOM-XSS protection mechanisms

@ server-side solutions

e inappropriate as data does not leave the client
@ turn off JavaScript ...

o breaks the Web
@ WebKit's XSS Auditor

e “Only” smarter string matching
e inherent weaknesses, e.g. in WebKit, not V8 — eval

@ Block tainted JavaScript code
@ too coarse grained, breaks the Web:
e var name=d.URL.substring(d.URL.index0f ("name="))

— use knowledge of data flows to only allow data values and
forbid code
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Interlude: Recap

@ XSS is a problem
@ DOM-XSS is a client-side problem
@ The client is the appropriate place for a fix

@ The idea is to observe data flows to allow literals but block
new code
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Overview of section 3

e Implementation
@ Taint Tracking
@ Compilation
@ Chromiums Architecture
e V8
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Taint Tracking

@ Annotate data and track it throughout
@ perl -T

@ navigator.taintEnabled()
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Implementation Taint Tracking

Automated data flow detection

ia

Initialize v8 with JS code

DOM Tree

<€

Tainted value t1

Store taint t1 in node
document.title

L3

Tainted value t1

<
(o]
@
=
=
S
Q
)

V8 Javascript Engine

x = document.location.hash

Pass on taint inside v8

v

document.title = x
y = document.title
We still know the actual,

unsecure source!
(document.location.hash)
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Compilation

Source Code

Compiler

var foo = “bar”
Lexer

Parser

Code Generator

Program
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Compilation

Source Code

Compiler

var foo = “bar”
Lexer

VAR ID EQ STR SEMI

Parser

Code Generator

Program
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Implementation

Compilation

Taint Tracking Compilation Architecture V8

Source Code

Co

mpiler

Lexer

Parser

Code Generator

Program

var foo = “bar”
VAR ID EQ STR SEMI

VariableStatement:
var VariableDeclarationList
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Implementation

Compilation

Taint Tracking Compilation Architecture V8

Source Code

Co

mpiler

Lexer

Parser

Code Generator

Program

var foo = “bar”
VAR ID EQ STR SEMI

VariableStatement:
var VariableDeclarationList

sub esp, 4
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Implementation

Architecture

Architecture

Chromium

~ 12,000k SLoC

WebKit
HTML Rendering

~ 800k SLoC C++

V8
JavaScript Execution

~ 700k SLoC C++
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"

IT 1T doesn't look good, you will get a polnter to the second contalner
back. You may preload that container with an ILLEGAL token.

The reason for that design is a bit wacky: I believe it more safe

as the container live on the stack of the caller. Se they won't get
tampered with if they were on the callee's stack and some other functiens
run in between. Although I have no data to back that up.

*/
‘Token: :Container* Scanner::CheckTaint(Token::Container& current container,
Token::Container& illegal container) {
Token::Container* return container p;
const Token::Value current token = current container.value();
const bool is tainted = current container.is tainted(});

if (is tainted) {
0s::Print("Tainted Token in scanner!!l %s (%d)\n",
Token::String{current token), is tainted);
// We check the token's value and decide whether to allow or not
switch (current token) {
case Token::STRING:
case Token::TRUE LITERAL:
case Token::FALSE LITERAL:
case Token::NUMBER:
// It may be useful to allow this to go through untaintedly.
// We cannot call Token::String(E0S) and we prevent to get in
// trouble if we wanted to report that token.
case Token::E0S:
// We have only so many tokens that we want to allow for now.
return container p = &current container;
break;
default:
// ALl others we are replacing with an illegal token.
return_container p = &illegal_container;
break;

}
} else {
return_container_p = &current_container;

}

return return_container_p;
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Overview of section 4

@ Evaluation
@ Protection
o Compatibility
@ Execution Speed
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Evaluation

@ Protection: Test cases and vulnerable top 10000 Web apps
(~ 8% vuln.)

@ Compatibility: Test cases and top 10000

@ Execution speed: standard benchmarks against baseline
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Protection - Setup

- N\
in vitro in vivo
(test suite) (real world large-scale study)
's N\ e y N
. . Find existin
Pre-existing test suite " &
vulnerability
+ Create witness inputs

+ | . l ,

Test with proposed
[ Sites with DOM-based XSS ] implementation

vulnerabilities

[ 4 rejections =
" protection

[ Regression test
capability
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Protection - Results

Evaluation

Protection Compatibility Execution Speed

Without XSS Taint
Auditor Aware
browser
Exploitable 757 545 0
Domains
Protection Rate 0% 28.01% 100%

Table : Protection Capabilities of the XSS Auditor and the taint browser
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Compatibility - Setup

.. rejects
Obtain list a AJ
Browse Collect block =
of top 10000 .
: Web sites reports \, com-
Web sites e
patibility
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Compatibility - Results

8 (out of 10000) wrongfully blocked Web apps:
al.com, blogger.com, elpais.com, google.com, ixian.cn, miami.com,
mlive.com, toyota.jp
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Evaluation Protection Compati Execution Speed

Execution Speed - Setup

Run Experiment { 77777
[ Select Browser | [ Select Benchmark |
Chromium Vanilla Kraken
Chromium Taint Sunspider
Firefox Dromaeo
Internet Explorer Octane

»| Run Benchmark |

create fresh profile

10 times

run benchmark

collect results
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Execution Speed - Results - 23% vs. 39%, 49%, and 63%

:21 Il Patched Chrome
5.00 B Firefox

" Il [nternet Explorer

8 B Epiphany

o Il Opera

Kraken Sunspider Dromaeo Octane v2
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o Client-side protection mechanism against DOM-XSS

@ Thorough evaluation of the proposed implementation

@ Review of existing XSS protection mechanisms

to be read in
“Precise Client-side Protection against DOM-based XSS",
in: 23rd USENIX Security Symposium (USENIX Security 14).

Questions?
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\AtBeginSection[]
{
\ifnum\value{section}>1{
  \begin{frame}<beamer>
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    \tableofcontents[currentsection,
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                     %hideothersubsections,
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                     %subsectionstyle=show/shaded,
                     subsubsectionstyle=show/show/hide,
        ]
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\section{Intro}

\subsection*{About me}
\frame
{
  \frametitle{about:me}
  \only<1>{
    \begin{itemize}
     \item MSc. cand. Dipl. Inf.
     \item presenting results of diploma thesis / USENIX paper
     \item $\sim45$ min. presentation
     \item ask immediately, Q\&A afterwards
    \end{itemize}
    }
%  \only<2>{
%	\centering
%    \includegraphics[width=0.9\textwidth]{bin/minihacker}
%  }
  \note{test}
}

\subsection*{The results}
\begin{frame}{Spoiler $\blacktriangledown$}
\begin{center}
\begin{block}{Is it possible to reliably defend against DOM-based XSS without breaking the Web?}
\begin{itemize}
\item
recognise new code from attacker-provided strings

\item
modified V8's scanner, WebKit's strings, and the bindings for Chromium

\item
evaluated protection, compatibility, and speed

\item[$\rightarrow$] yes, with some exceptions
\end{itemize}
\end{block}
\includegraphics[keepaspectratio=true, width=0.25\linewidth]{bin/v8logo}
\includegraphics[keepaspectratio=true, width=0.25\linewidth]{bin/WebKit_logo}%
\includegraphics[keepaspectratio=true, width=0.25\linewidth]{bin/chromium-logo}
\end{center}
\end{frame}

\frame{\tableofcontents}


\subsection{Motivation}
\begin{frame}[plain]{Motivation}{10.000 feet}
\begin{center}
\includegraphics[keepaspectratio=true,width=\paperwidth,height=0.75\paperheight]%
{bin/long-neck-guy}%
\end{center}
\end{frame}


\begin{frame}%
{%
Severity of XSS%
%{%
%~-
%
%Top 4 in 2004%
}%
\begin{itemize}
\item 2004: OWASP Top 4
\item 2007: OWASP Top 1
\item 2010: OWASP Top 2
\item 2013: OWASP Top 3
\end{itemize}
\end{frame}

\iffalse
\begin{frame}%
{%
Severity of XSS%
%{%
~-
%
Top 4 in 2004%
}%
\begin{center}
\includegraphics[keepaspectratio=true, width=0.95\linewidth, height=0.85\paperheight]{bin/owasp-2004}
\end{center}
\end{frame}

\begin{frame}{Severity of XSS - Top 1 in 2007}
\begin{center}
\includegraphics[keepaspectratio=true, width=0.95\linewidth, height=0.85\paperheight]{bin/owasp-2007}
\end{center}
\end{frame}

\begin{frame}{Severity of XSS - Top 2 in 2010}
\begin{center}
\includegraphics[keepaspectratio=true, width=0.95\linewidth, height=0.85\paperheight]{bin/owasp-2010}
\end{center}
\end{frame}

\begin{frame}{Severity of XSS - Top 3 in 2013}
\begin{center}
\includegraphics[keepaspectratio=true, width=0.95\linewidth, height=0.85\paperheight]{bin/owasp-2013}
\end{center}
\end{frame}
\fi

\begin{frame}{Severity of XSS - 10\% of CVEs are XSS}
\begin{center}
\includegraphics[keepaspectratio=true, width=0.95\linewidth, height=0.85\paperheight]{bin/cve-xss}
\end{center}
\end{frame}




\begin{frame}%{Motivation}
{Severity of XSS}
%\begin{itemize}
%    \item
%    XSS is \emph{very} common
%    \vspace
%    \item
%    and dangerous
%\end{itemize}
\begin{center}\begin{Huge}
    XSS is \emph{very} common

    \vfill

    and dangerous
\end{Huge}\end{center}
\end{frame}


\begin{frame}{Severity of XSS - 2 mio user records}
\begin{center}
\includegraphics[keepaspectratio=true, width=0.95\linewidth, height=0.75\paperheight]{bin/ubuntu-xss}
\end{center}
\end{frame}



%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%
%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%
%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%

\section[XSS]{Cross-Site Scripting (XSS)}

%\subsection[XSS]{Cross-Site Scripting (XSS)}
\begin{frame}{Cross-Site Scripting (XSS)}{Code Execution in the victim's browser
}
\begin{itemize}
\item (JavaScript) Code execution

\item use all browser APIs

\item use Web app in the name of the user

\item obtain credentials

\item spy on behaviour
\end{itemize}
\end{frame}


\subsection{Reflected XSS}
\begin{frame}[fragile]{Reflected XSS}
\begin{minted}{php}
<?php
// returning unsanitised data
echo $_GET['bar'];
?>
\end{minted}
Attack: \texttt{http://foo/?bar=<script>alert("xss")</script>}
\end{frame}


\begin{frame}{Reflected XSS}
\begin{center}
\includestandalone{reflected-xss}
\end{center}
\end{frame}


\subsection{Stored XSS}
\begin{frame}[fragile]{Stored XSS}
\begin{minted}{php}
<?php // store.php
store_in_db ('some_key', $_POST['bar']);
?>

<?php // retrieve.php
// returning unsanitised data
echo get_from_db ('some_key');
?>
\end{minted}
Attack:
\begin{enumerate}
\item POST \texttt{http://foo/?bar=<script>alert(1)</script>}
\item \texttt{http://foo/retrieve.php}
\end{enumerate}
\end{frame}

\begin{frame}{Stored XSS}
\begin{center}
\includestandalone{stored-xss}
\end{center}
\end{frame}



\subsection{DOM-based XSS}
\begin{frame}[fragile]{DOM-based XSS}
\begin{minted}[fontsize=\small]{html}
<HTML>
<TITLE>Welcome!</TITLE>
Hi
<SCRIPT>
var pos = document.URL.indexOf("name=")+5;
document.write(document.URL.substring(pos,document.URL.length));
</SCRIPT>
<BR>
Welcome to our system...
</HTML>
\end{minted}

Attack:

\begin{small}
\url{http://vuln/welcome.html#name=<script>alert(1)</script>}
\end{small}
\end{frame}


\begin{frame}{DOM-based XSS}
\begin{itemize}
	\item Neither Stored- nor Reflected-XSS \alert{!!111elfeins}
	\item Client-side vulnerability
	\item Read from (attacker controlled) properties of the loaded document
	\begin{itemize}
		\item \texttt{document.location}, \texttt{window.name}, etc\ldots
	\end{itemize}
	\item Write to security sensitive sinks
	\begin{itemize}
		\item \texttt{eval}, \texttt{document.write}, etc\ldots
	\end{itemize}
\end{itemize}

eval(document.location.hash.substring(1))

\url{http://lolcathost:8000/\#alert(1)}
\end{frame}


              

\begin{frame}{DOM-based XSS}
\begin{center}
\includestandalone{dom-based-xss}
\end{center}
\end{frame}

\subsection{Protection}
\begin{frame}{DOM-XSS protection mechanisms}
  \begin{itemize}%[<+-| alert@+>]
  \item server-side solutions
  \begin{itemize}
  	\item inappropriate as data does not leave the client
  \end{itemize}

  \item turn off JavaScript \ldots
  \begin{itemize}
  	\item breaks the Web
  \end{itemize}

  \item WebKit's XSS Auditor
  \begin{itemize}
  	\item ``Only'' smarter string matching
  	\item inherent weaknesses, e.g.\ in WebKit, not V8 $\rightarrow$ eval
  \end{itemize}
  
  \item Block \alert{tainted} JavaScript code
  \begin{itemize}
  	\item too coarse grained, breaks the Web:
  	%\item \texttt{var name=d.URL.substring(d.URL.indexOf(``name=''))}
  	\item \mint{js}|var name=d.URL.substring(d.URL.indexOf("name="))|
%  \end{itemize}  
%  \item Wir sehen schon ob Taint in den Compiler flie\ss{}t
%  \begin{itemize}
  \end{itemize}
  \item[$\rightarrow$] use knowledge of data flows to only allow data values and forbid code
  \end{itemize}
\end{frame}



\begin{frame}{Interlude: Recap}
\begin{itemize}
\item XSS is a problem
\item DOM-XSS is a client-side problem
\item The client is the appropriate place for a fix
\item The idea is to observe data flows to allow literals but block new code
\end{itemize}
\end{frame}

\defverbatim[colored]\arrr{
%\begin{lstlisting}[language=C++,basicstyle=\ttfamily,keywordstyle=\color{red}]
\begin{minted}{cpp}
int main() {
  // Define variables at the beginning
  // of the block, as in C:
  CStash intStash, stringStash;
  int i;
  char* cp;
  ifstream in;
  string line;
[...]
%\end{lstlisting}
\end{minted}
}

\section{Implementation}

\subsection{Taint Tracking}
\begin{frame}{Taint Tracking}
   \begin{center}
   \begin{itemize}
   	\item Annotate data and track it throughout
   	\item \texttt{perl -T}
    \item \texttt{navigator.taintEnabled()}
   \end{itemize}
   \end{center}
\end{frame}

\begin{frame}
\vspace*{-1pt}
\makebox[\linewidth]{\includegraphics[page=11,width=\paperwidth]{bin/domxss}}
\end{frame}



\subsection{Compilation}
\begin{frame}{Compilation}
\begin{columns}
\begin{column}{.48\textwidth}
\begin{figure}
\tikzstyle{vspecies}=[rectangle, minimum size=0.5cm,draw=black,fill=white]
\begin{tikzpicture}[auto, outer sep=1pt, node distance=2cm,>=latex',
	->, thick,%
	every node/.style={%
		shape=rectangle,inner sep=3pt,draw,thick,align=center,%
		minimum height=2em,
		minimum width=\widthof{Code Generator}+1em,
		}%
	]
\node [edge from parent fork down] (source) {\alert<+>{Source Code}}
[sibling distance=2cm, ]
child {
	node (lexer) {\alert<+>{Lexer}}
	child {
		node (parser) {\alert<+>{Parser}}
		child {
				node (codegen) {\alert<+>{Code Generator}}
				child {
					node (program) {Program}
				}
			}
	}
};


    \path
     (lexer.north west) ++(-1.00em,1.00em) coordinate (lexer fit)
     (codegen.south east)   ++(1.00em,-0.25em) coordinate (codegen fit)
    ;
\node [fit=(lexer fit) (codegen fit)] (container) {};
\node [xshift=1.55ex, yshift=1.5ex, blue, draw=none] at (lexer.north west) {Compiler};
\end{tikzpicture}
\end{figure}
\end{column}%
\hfill%
\begin{column}{.48\textwidth}
%\color{red}\rule{\linewidth}{4pt}
%\begin{lstlisting}
%\only<1>{%
%\everyrow{\onslide<+->}
\setbeamercovered{invisible}
\setcounter{beamerpauses}{2}
\begin{tabular}{lllll<{\onslide<+->}}
\textbf{var}  & foo  & \textbf{=}  & ``\textit{bar}'' & ;     \\[1em]
VAR  & ID & EQ & STR & SEMI\\[1em]
\end{tabular}
%}
\textit{VariableStatement}:\\\hspace{1em}\textbf{var}~\textit{VariableDeclarationList}\\[2em]
\onslide<+->

\texttt{sub         esp, 4}
\vfill
\end{column}%
\end{columns}\end{frame}


\subsection[Architecture]{Chromiums Architecture}
\begin{frame}{Architecture}
   \begin{center}
   \begin{tabular}{|c|c|}\hline
   \multicolumn{2}{|c|}{%
   	\begin{tabular}[x]{@{}c@{}}%
   		\large{Chromium}\\%
   		\tiny{$\sim$ 12,000k SLoC}\\%
\includegraphics[keepaspectratio=true,width=\linewidth, height=0.25\paperheight]{bin/chromium-logo}
   	\end{tabular}
   	}
   	%
\\ %
%
	\begin{tabular}[x]{@{}c@{}}%
	   \includegraphics[keepaspectratio=true,width=\linewidth, height=0.25\paperheight]{bin/WebKit_logo} \\ %
	   WebKit \\
	   HTML Rendering \\
	   \tiny{$\sim$ 800k SLoC C++}\\%
	\end{tabular}
  &  %
  \begin{tabular}[x]{@{}c@{}}%
    \includegraphics[keepaspectratio=true,width=\linewidth, height=0.25\paperheight]{bin/v8logo} \\
  \alert{V8} \\
   JavaScript Execution \\
   \tiny{$\sim$ 700k SLoC C++}\\%
  \end{tabular}
%  
  \\
   \hline
   \end{tabular}
   \end{center}
\end{frame}

\subsection{V8}
\iffalse
\begin{frame}{V8}{Erkennen von neuem Code eines Angreifers}
\begin{block}{Trennung von Daten und Code}
	\begin{itemize}
		\item Character Streams
		\begin{itemize}
			\item Strings zu Streams (Performance)
			\item komplizierte Bufferlogik
		\end{itemize}
		\item Scanner
		\begin{itemize}
			\item Erstellen von (tainted) Token
			\item Ablehnen von tainted Whitespace
		\end{itemize}
		\item Parser
		\begin{itemize}
			\item Ablehnen von tainted Token \texttt{!= String}
			\item Reporting
		\end{itemize}
	\end{itemize}
\end{block}	

%\begin{block}<beamer:0>{Anderes}
%\begin{itemize}
%	\item Taint Tracking Vervollst"andigen
%	\item Funktionstests
%	\item Chromium Extension
%\end{itemize}
%\end{block}

\end{frame}
\fi

\begin{frame}[plain]
\includegraphics[keepaspectratio=true,width=\paperwidth, height=\paperheight]{bin/checktaint}
\end{frame}

\begin{frame}<beamer:0>{V8}
\begin{itemize}
	\item Gro\ss{}e C++ Codebasis
	\item Fast keine Dokumentation
	\item Optimierter Code
	\item Schlauer als die Compiler
	\item "Anderung verursacht \diameter{} 30 Minuten Kompilation
\end{itemize}
\end{frame}

\begin{frame}<beamer:0>{Implementation}
   \begin{itemize}
   	\item V8
	\begin{itemize}
		\item Character Streams
		\item Scanner
		\item Parser
	\end{itemize}
   	\item Kommentare
   	\item WebKit fixen
   	\item Chromium Extension
   	\end{itemize}
\end{frame}	

\subsection<beamer:0>{Demo}
\begin{frame}<beamer:0>{Demo}
   \begin{center}
   \begin{Huge}Demo\end{Huge}
   
   \url{http://lolcathost:8000/\#alert(1)}
   \end{center}
\end{frame}

\section{Evaluation}
\begin{frame}{Evaluation}
%   \begin{center}
   \begin{itemize}
   	\item Protection: Test cases and vulnerable top 10000 Web apps ($\sim8\%$ vuln.)
   	\item Compatibility: Test cases and top 10000
   	\item Execution speed: standard benchmarks against baseline
   \end{itemize}
%   \end{center}
\end{frame}


\subsection{Protection}
\begin{frame}[fragile]{Protection - Setup}
\begin{center}%
\includestandalone[width=.95\linewidth, height=.9\paperheight, keepaspectratio]{evaluation-protection}%
%\input{evaluation-protection}
\end{center}
\end{frame}

\begin{frame}{Protection - Results}
\begin{table}
\includestandalone{evaluation-protection-table}
\caption{Protection Capabilities of the \name{XSS Auditor} and the taint browser}\label{tab:protection}
\end{table}
\end{frame}


\subsection{Compatibility}
\begin{frame}{Compatibility - Setup}
\begin{center}
\includestandalone[width=.95\linewidth, height=.9\paperheight, keepaspectratio]{evaluation-compatibility}%
\end{center}
\end{frame}

\begin{frame}{Compatibility - Results}
8 (out of 10000) wrongfully blocked Web apps:\linebreak
al.com, blogger.com, elpais.com, google.com, ixian.cn, miami.com,
mlive.com, toyota.jp
\end{frame}

%%% I will go to the copy and paste hell for this...
% \getwidthofnode will measure the width of the node given as its second
% parameter and store it into the first parameter.
% http://tex.stackexchange.com/a/8761/14470
\makeatletter
\newcommand\getwidthofnode[2]{%
    \pgfextractx{#1}{\pgfpointanchor{#2}{east}}%
    \pgfextractx{\pgf@xa}{\pgfpointanchor{#2}{west}}% \pgf@xa is a length defin$
    \addtolength{#1}{-\pgf@xa}%
}
\makeatother
%%%

\newcommand{\Chromium}{Chromium}
\newcommand{\Firefox}{Firefox}
\newcommand{\IE}{Internet Explorer}


\subsection{Execution Speed}
\begin{frame}[fragile]{Execution Speed - Setup}
\begin{center}%
\begin{restofframe}
\includestandalone%[width=.95\linewidth, height=.75\paperheight, keepaspectratio]
                  {evaluation-execution-speed}%
\end{restofframe}
\end{center}
\end{frame}

\begin{frame}[plain]{Execution Speed - Results - 23\% vs. 39\%, 49\%, and 63\%}
%\centering%
\begin{center}%
\begin{restofframe}
\includegraphics{figures/performance1-crop}
\end{restofframe}
\end{center}
\end{frame}



\section{Q\&A}
\begin{frame}{Q\&A}
\begin{itemize}
\item Client-side protection mechanism against DOM-XSS
\item Thorough evaluation of the proposed implementation
\item Review of existing XSS protection mechanisms
\end{itemize}
to be read in
%(presentation: 2014-08-21 16:00)
\linebreak
``\textbf{Precise Client-side Protection against DOM-based XSS}'',
\linebreak
in: \emph{23rd USENIX Security Symposium (USENIX Security 14)}.
\begin{center}
\Huge{Questions?}
\end{center}
\end{frame}




\iffalse
\appendix
\subsection{Reflected XSS}
\begin{frame}{Reflected XSS}
\begin{center}
\includestandalone{reflected-xss}
\end{center}
\end{frame}


\subsection{Stored XSS}
\begin{frame}{Stored XSS}
\begin{center}
\includestandalone{stored-xss}
\end{center}
\end{frame}

\fi

\end{document}


