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clal network
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How to Keysign:

- Verify Fingerprint |

- Verify ldentity 4

- Obtain authentic copy of key - t@
&7

-‘many traps to be avoided &%

- R - Sign and send key

= - currently needs MTA

. ) a
Y R S S C S T SRR, L, 0 T




- O(n)

- O(n?)
This is a typical keysigning protocol
It is hard to set up
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A party without beer
only to obtaln ﬁngerprmts




Keysigning "Parties" are not fun
people miss them

They don't print anything
Single point of failure



01100001000011001011001001010010
001101111071100110111000011101001
11101011001000010000100011101000
10011100111011100001101101101011
000001011001101101

. ; .~




Pros: Very accurate, hard to misread
Cons: Very long
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Pros: looks familiar to nerds
Cons: Hard to distinguish characters
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Verifying fingerprints is hard






Pros: Shorter than other things
Cons: Probably too big of an alphabet



Base58Check
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Pros: Probably simpler to compare
Cons: Easy to have collisions
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Eventually, you've verified the fingerprint .
and the identity.

You try to obtain an authentic copy of the key.



short key i1ds
evil32.com




Of course you don't use short key ids. Do you..?



l < > @ https://wiki.debian.org/gpghowto a C IR e x
L Search Titles | | Text

@ FrontPage RecentChanges FindPage HelpContents

debian / wiki/

Login Info Attachments More Actions:

gpghowto

This page is about howto get ride of the error which says "W: GPG error: &
http://debian.cites.uiuc.edu testing Release: The following signatures couldn't be

Nobody uses short keyids.
Except Debian

ore detailed info are present on SecureApt (interesting things
starting from How apt uses Release. ) . Please understand what you
are doing first.

These are the commands which you need to run.

$ gpg --recv-keys 2D230C5F
$ gpg --export -a 2D230C5F | sudo apt-key add -
$ apt-get update



| don't always use short key ids



< > @https://help.ubuntu.com/community/GnuPrivacyGuardHowto a C [l 3k X

private key, you need to follow these guidelines when signing peoples keys:

During the Event

1. Keysigning is always done after meeting in person
2. During this meeting you hand each other your OpenPGP key fingerprint and at least one government issued
key fingerprints are usually distributed as key fingerprint slips, created by a script such as gpg-key2ps (pacl

3. You check whether the name on the key corresponds with the name on the ID and whether the personin fro
he is.

After the Event

You now have the printed public key information from the other participants.

Example key IDs for thg
other participants.

a2 L80Y 6E7B. Replace these IDs with tf

1. retrieve the keys:
1. gpg —recv-k

2. sign the keys:
1. gpg —sign-key E4758D1D

2. gpg —sign-key C27659A2
3. gpg —sign-key 09026E7B

3. export the keys
1. gpg —armor —export E4758D1D —output E4758D1D.signed-by.01234567.asc

2. gpg —armor —export C27659A2 —output C27659A2.signed-by.01234567.asc
3. gpg —armor —export 09026E7B —output 09026E7B.signed-by.01234567.asc

4, Email the key users (use the email address that was part of the key's user ID) and attach the corresponding
signed key to the key server:
1. gpg —send-keys —keyserver keyserver.ubuntu.com E4758D1D



< & http://www.phillylinux.org/keys/terminal.html C IR e X

™

For the party, you will need these strips and an official photo ID, such as a driver's
license or passport.

After the Party

Step 1: Get other people's keys

You now have the printed public key information from the other participants.

- Example key IDs for the other participants will be E4738DID C2 /G)9~\7 and
0902 n o .

1. Find the key ID numbers on each printout and get the public keys from the
keyservers:

gpg --recv-keys
Step 2: Sign the keys

1. Sign a key:

i. If a key has multiple user IDs, GPG will ask if you want to sign all of them.




Y, http://unix.stackexchange.com/questions/138517/debian-gpg-ca C' I R

share improve this question edited Jun 22 '14 at 11:23 asked Jun 22 '14 at 8:54
Elena
385 ®2@ 14
1 Answer active oldest vot

As error message, you haven't configured gpg server.

0 Try this:

e on the Internet

Updated

It seems that you can not connect to server:
gpg: keyserver timed out
Do you have a firewall block port 11371 of hkp service.
You can use port 80 instead of 17371:
gpg --keyserver subkeys.pgp.net:80 --recv-keys 6092693E

share improve this answer edited Jun 22 '14 at 11:00 answered Jun 22 '14 at 10:00
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So you use the fingerprint instead of short key ids
however, currently shipped gnupg version do not
check for the fingerprint of the key to be imported



Let's not use Keyservers

- leaks data (plain HTTP)

/ . ’

- trivial MITM attacks (issuel579)

,'i\,.. . - packet forgery
i drop UIDs

- signatures

- revocations

- OCaml... srsly.
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http://bugs.gnupg.org/gnupg/issuel579



1DONT ALWAYS
TARGET USERS
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Let's define our target users.
It's my mom!






*caffrc (/tmp) - gedit

File Edit View Search Tools Documents

|| Elopen v h‘%j save | 5§ | Sunde & | g0 L & Q q

f \
,“ ] *caffrc X '.‘

# .caffrc -- vim:ft=perl:

# This file is in perl(1) format - see caff(1) for details.

SCONFIG{'owner'} = 'Username';
#SCONFIG{ 'email'} = '[user]@[domain]’';
#SCONFIG{ 'reply-to'} = 'foo@bla.orq';

You can get your long keyid from
gpg --with-colons --list-key <yourkeyid|name|emailaddress..>

If you have a v4 key, it will simply be the last 16 digits of
your fingerprint.

=
=
=
-
=
=
# Example:

#  SCONFIG{'keyid'} = [ qw{FEDCBA9876543210} ];

# or, if you have more than one key:

#  SCONFIG{'keyid'} = [ qw{0123456789ABCDEF 89ABCDEF76543210} ];
#SCONFIG{ 'keyid'} = [ qw{0123456789abcdef 89abcdef76543210} ];

# Sele

& CAFF... PERL... srsly..?}

# Addi

Perl v Tab Width: 4 v Ln 47, Col 10 INS




That's the pinnacle, the gold-standard of contemporary keysigning



S LET'S MAKETHEMUSE
BASE16,0CAML; AND'PERL

~_ FOR THEIR CRYPTO
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We see the fire burning
We need to do something about the situation



- mobile computing
WiFi 4
- QRCod es




Yet, our machines cannot talk to each other



Introducing: GNOME Keysign

Keysign

J |
I Keys | Get Key

$o Back

Key Fingerprint Fingerprint QR code

F289 F/BA 977D F414 3AES
FDFB F70A 0290 6C30 1813




Leveraging 2000s technologies

Keysign X

|

Keys| Get Key
Type fingerprint ... or scan QR code

F289 F7/BA 977D F414 3AES
FDFB F70A 0290 6C30 1813

1 Open Image

gor type fingerprint and click on ‘Download’ button ©o Back | 2 Next







Activities | = Terminal v Mi 3 Sep, 11:32

- Lt: (tobi_tmp_email >./geysign.sh

Jusr/1lib/python2.7/dist-packages/gobject/constants.py:24: Warning: g_boxed_type_register_static: assertion 'g_type_from_name (name) == 0' failed
import gobject._gobject

root (INFO): Startup

root (INFO): Activate!

Found service 'HTTP Keyserver' type '_geysign._tcp

Found service 'HTTP Keyserver' type ' _geysign._tcp

Found service 'HTTP Keyserver' type '_geysign._tcp

service resolved

name: HTTP Keyserver

address: fe80::a64e:31ff:fedc:e2a4

port: 9001

root (INFO): Probably discovered something, let me check; HTTP Keyserver fe80::a64e:31ff:fedc:e2a4:9001

emitted None

service resolved

name: HTTP Keyserver

address: fe80::3e97:eff:fed8:f7f7

port: 9001

root (INFO): Probably discovered something, let me check; HTTP Keyserver fe80::3e97:eff:fed8:f7f7:9001

emitted None

service resolved

name: HTTP Keyserver

address: 10.183.252.44

port: 9001

root (INFO): Probably discovered something, let me check; HTTP Keyserver 10.183.252.44:9001

emitted None

domain 'local’
domain 'local’
domain 'local'

Geysign.sh ‘geysign.sh’ is ready



GNOME Keysign

- Directly transfers keys
- Sends encrypted email
- No MTA needed




https://wiki. gnome org/GnomeKeyS|gn
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Still waiting for patches
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/tmp/gnome-keysign/bin/p




sudo apt-get install python avahi-daemon python-avahi
python-gi girl.2-glib-2.0 girl.2-gtk-3.0 python-dbus
python-requests
monkeysign
python-qgrcode
girl.2-gstreamer-1.0 girl.2-gst-plugins-base-1.0 gstreamerl.0-plugins-bad
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